Curtis Mattoon

- 617-866-3723 (txt ok) - cmattoon@cmattoon.com
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DEVSECOPS & PLATFORM ENGINEER

Security-first infrastructure builder with 10+ years across DevOps, cloud-native platforms, and security automation.
Hybrid background across emergency response and software infrastructure. Proven in high-pressure, high-stakes

environments—from managing AWS orgs to stabilizing Kubernetes clusters (and actual patients).

CORE COMPETENCIES

Python, Go, Bash, PHP, JavaScript (+Django, FastAPI, Flask, Streamlit, Laravel, etc)

AWS (Security Hub, IAM, GuardDuty, SSM, VPC)

Kubernetes (RBAC, Helm, custom operators, OPA/PSPs)

Infrastructure-as-Code (Terraform, Ansible, Puppet, Packer, Vagrant)

CI/CD (GitHub Actions, GitLab Partner, Jenkins, Helm Charts, AWS/Azure options)

Secrets & Identity (1Password SCIM, BitWarden, StrongDM, SSO/SAML)

Platforms: Linux (Debian/CentOS), Windows Server, Xen/KVM

Security & Compliance: SOC2, PCI, NIST RMF, DoD RMF, SBOM (Trivy, Grype), Zero Trust

CERTIFICATIONS & TRAINING

Microsoft AZ-900 (Azure Fundamentals) (2025)

AWS Certified Security — Specialty (2024-2027)

AWS Certified Solutions Architect - Associate (2017, expired)
Recent Coursera Specializations:

Machine Learning - (Stanford+DeeplLearning.ai)

Explainable Al (XAl) - (Duke)

Al for Cybersecurity - (Johns Hopkins)

Regulatory Compliance - (Penn)

Cybersecurity - Technology & Governance - (Univ. of London)
Homeland Security and Cybersecurity - (Univ. of Colorado)

O O O O O O

GitHub Projects

cmattoon/aws-ssm - was an attempt to learn Golang and build Kubernetes plugins. This was an early way to

configure Kubernetes secrets based on AWS SSM Parameter Store values.
kubernetes-sigs/external-dns - | contributed a few fixes in the early days

MonarchStore/monarchs - A hierarchical database written by a coworker at Entic; | contributed the devops
cmattoon/conntrackr - | program | wrote to debug saturated connection tracking (conntrack) tables in a

Kubernetes cluster
cmattoon/xhprof-graph - An experiment in storing PHP stack traces in Neo4J
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EXPERIENCE

Sr. DevOps Engineer
OSRAM — DigitalLumens — SiteWorx Software — Boston, MA / Remote
2019-2025

Sole DevOps engineer for smart industrial loT platform (Golang + AWS stack)

Migrated secrets & auth stack to AWS IAM/SSM, replacing Ansible Vault/1Password hybrid
Implemented SAML/OIDC SSO SP, app/tenant-level RBAC in our Golang + EmberJS product

Led ARM migration: projected 30—40% compute savings (multi-arch Docker builds with GitHub Actions)
Security admin across Google Workspace, 1Password, StrongDM, Slack

One of 8 in the downsized org; 7% equity; key technical stakeholder in infra and security decisions

DevOps Technician
Entic (acquired by Aquicore) — Cambridge, MA
2018-2019

Dockerized all core services; deployed production Kubernetes with custom Helm Charts
Wrote secure multi-region AWS/K8s infra via Terraform, Ansible, Jenkins

Implemented relay/proxy architecture for InfluxDB — InfluxCloud migration

Built and patched internal forks of critical K8s services due to vendor bugs

DevOps Engineer
SSI (acquired by ResearchNow, Dynata) — Shelton, CT

2017
e Migrated >600 nodes off Puppet Enterprise, saving $60K/year in licensing
e Built ShinyProxy solution to replace $75K/year analytics stack
e Ported R-based analytics models to C++ for production interactive web app
e Led Docker Swarm PoC, contributed to Kubernetes PoC

DevOps Engineer / Jr. Developer
Clayton Kendall — Pittsburgh, PA
2012-2016

Full-stack LAMP developer for hundreds of turnkey osCommerce-based websites
Introduced DevOps culture and built early config mgmt with Puppet + Foreman

Led transition from SVN — Git with org-wide GitFlow mentoring

API integrations: Google Shopping, PayPal, FedEx Shipping and on-demand printing
Saturated FedEx’s on-demand print workflow; built side-channel system to solve

Firefighter/Paramedic/Remote Paramedic/Rescue Technician/Instructor
(Various)
2006-2016

My first career was as a firefighter/paramedic; also certified in most rescue disciplines, HazMat, etc.
Hired as adjunct faculty during paramedic class; taught all levels (EMR, EMT, AEMT, NRP); left as
co-coordinator for AEMT pilot programs

e Developed my first two serious PHP apps: one to replace an obnoxious spreadsheet of personnel certification
tracking for licensure/accreditation that we used to obtain VRSR certification, and a toy app for managing MCls
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